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Date of transcription 05/27/2005

On Mavy 25, 2005, federal search warrantl

|was executed at |

by agents of the FEDERAL BUREAU OF
and agents of IMMIGRATION AND CUSTOMS
ENFORCEMENT (ICE) . Present at the search were the following Special
Agents (SA) and Intelligence Analysts(IA):

SA (FBI)
SA (ICE)

SA [ FBI)
SA [ICE)

SA {FBI)

SA [(ICE)

SA |ICE)
SA [[ICE

SA (ICE)
IA (FBI)

No one was present at the residence at the_time of the
search. Entry was made through the front door by SA ___ |SA
[ |sa [ bnd SA[%::::::]at approximately 6:05 AM, and
the residence was secured. Immediately thereafter, the remainder
of the team, with the exception of SA| |lentered the
residence. SA[____  |remained on perimeter. A preliminary
survey of the search site was conducted, and photographs were taken
of each room prior to being searched.

At approximately 6:45 AM, SA! sal land sa
EEEEEEE}%ﬁparted the scene to locate and interview| |
a resident of the search site and named subject of the

investigation. SA[____ Jand SA[:::::::]were left in charge of
the search site.

The search resulted in the seizure of 196 items of

evidentiary value. All seized evidence was seized by agents of ICE
at the scene.

A copy of the appropriate ICE receipt and a copy of the
search warrant were left on a coffee table in the living room.
Exit photos were taken prior to departure.

Investigation on 5/25/2005 at Chicago, IL

File # 295B~SD-67338 ’54 Date dictated 5/27/2005
by SA
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Agents exited and secured the scene at approximately 7:15
AM

The following documents are maintained in the 1A section
of this case file:

1. Compact disc containing digital photographs of the
search site.

2. Printed copies of digital photographs of search site.

3. Photographic log and sketch of residence.
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On 5/25/2005, Special Agents(SA) oif the FEDERAL BUREAU OF
INVESTIGATION (FBI) and IMMIGRATION AND CUSTOMS ENFORCEMENT (ICE)
executed a traffic stop in Chicago, IL.
The following agents were involved:
SA |
SA ICE w
SA ICE
SA ICE
- e
On_the morning of 5/25/2008, agents of the FBI and ICE
proceeded to Lo execute federal
search warran SA nd SA| pbarked on the east
curb while the other agents parked in an alley

soutli or the building.

Aswdwmm
identified as

| urinating on the building in question. When | |
observed the agents, he ran towards his vehicle, parked on the west

curb | lentered and departed.
Agents believed that[:::::]resembled |

a named subject of the investigation. SA SA

and SA] |departed the scene in SA official
vehicle to stop| [sA and SAH Heparted the
scene in SA lofficial vehicle to assist. SA| |
pursued the vehicle with emergency lights and sirens activated.

| ldeparted southbound] and made a left to
travel east | | again made a left to travel
northbound | |travelled approximately one-half block
north Ibefore stopping his vehicle on the east curb. At

the same time, a UNIVERSITY OF ILLINOIS-CHICAGO(UIC) marked police

pulled over and stopped. The officer spoke with SA
but did not participate in the traffic stop or interviews.

Investigation on 5/25/2005 at Chicago, IL

File # 295B-SD-67338 /’5§ Date dictated 5/27/2005

by SA pmgQ N, 67
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SA

duce identification.
e bearing his photograprm.

[::::::]provided that he was

den

nd SA| |approached the driver's side of
was ordere Show his hands, and then asked

produced an Illinois Driver's

rtingl |
with a friend, |

and he was not aware of

spending the night in apartment

is a re hjaintance of
st_name

e e determined the best

urinate outside.

SA advised

SA

that he was free to go,
1lso advise

provided that he left early, and did not wish

course of action was for

and was
not to contact

For a few hours, as not to tip off residents of| |
as to the impending search warrant.
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OT_Anril_1*_2ﬂﬂ5*_5urxeillance_mas_cgndustﬁd_lT the
vicinity of the

suspected address of |

The address in question is composed of two buildings.
The front building is four stories tall and consists of one unit
per floor. These units have a common front door |

The buzzers on this door identify the occupants of all
four apartments, none of whom are[::::::fE]There is also a rear
exit for each apartment, exiting onto a common staircase. The
staircase exits at ground level through a locked gate into an
alley.

The rear building is four stories tall and has two units
per floor, marked 'M' and 'R'. This building has a common exit
onto an alley. This common exit has buzzers for all eight units in
this building. These buzzers are delineated only by apartment
number and have no occupant information. The forward units have
exits onto the common staircase mentioned above. The rear units
have an exit onto another common staircase that exits at the rear
of the building, into a fenced-in area off the abovementioned
alley.

The area within a two-block radius of the address
contained several possible cars that may belong tol
family. Four Honda Accords of the proper vintage were identified,
and plates submitted to NCIC for followup. No other vehicles that

matched those owned by | fvere identified.
Investigation on 4/7/2005 a Chicago, IL
File # Q08 B-SD-47334 5 Date dictated 4/7/2005
by SAl
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[ _ I
. | oo irntoruviawed at hig n ace of
employment, | Chicago, IL
60607 telephone| [was advised of the identity
of the interviewing agent and thereaiter provided the following
information:

I |
laddress on file with the school iﬂ |
This is the address

where| bills would be sent.

[::::::::]provided a printout of this information to the
interviewing agent.

Investigation on 4/7/2005 at Chicago, IL
File # 295B~SD-67338 54 Date dictated 4/7/2005
by SA
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Date of transcription 05/11/ ZQO 5

FDC Servers, 141 W. Jackson Blud
Chicago, ITL,; was interviewed at his place of employment.
was advised of the identity of the interviewing agent and
subsequently provided the following information:

was previously aware of the server in anestion,
identified by Internet Protocol (IP) address
provided permission for the Federal Bureau of
nvestigation (FBI) to image said server.

I:Iknowingly and voluntarily signed an FD-941,
Consent to Search Computers. This document is maintained in the 1A
portion of this file.

Investigation on 5/11/2005 at Chicago, IL

File # 295B-SD-67338 /6% ' Date dictated 5/11/2004

by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
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Automated Serial Permanent Charge-Out
FD-5a (1-5-94) .
Date: 08/30/05 Time: 19:31

Case ID: 295B-SD-67338 Serial: 59
Description of Document:

Type : FD302

Date : 05/20/05

To : SAN DIEGO

From : CHICAGO T
Topic: ON MAY 13, 2005 AT APPROXIMATELY 2:15 PM

Reason for Permanent Charge-Out:

SOMEONE SERIALIZED THIS GRAND JURY MATERIAL INTO THE MAIN FILE - SO I
AM TRANSFERING IT INTO THE GJ SUBFILE BY REQUEST OF THE CASE AGENT

Transferred to:

Case ID: 295B-SD-67338-GJ Serial: 59
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| |
I [was contacted on his
cellular telephone)] was again advised of the

identity of the interviewing agent, and subsequently provided the
following information:

willing to do so. wished to meet in the suburbs, sometime
on the afternoon o 2005. |and the agent mutually

[:::::::]was advised of his previous offer to turn his
computer over for anal;sis.[:::::::]gdvised that he was still

agreed to meet at 2:00 PM, |

I
| Jadvised that

he would provide the desktop and consent to search at that time,
and that the agent could remain in possession of the machine for as
long as needed.

' kequested that the agent contact him
telephonically on the morning of 5/26/2005 to confirm the

appointment.
Investigation on 5/25/2005 at (telephonically)
File # 295B-SD-67338 /‘00 Date dictated 5/26/2005
by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
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Date of transcription 05/31 / 2005

| |
| | contacted the agent on
his office telephone.| |was previously aware of the identity
of the interviewing agent, and subsequently provided the following
information:

and the acent had heen schediiled to meet at 2-:00
PM on SJ:% 20051

advised that he wished ToO cancel
15 meecting, and would not be providing his machine or any
permission to search to the agents.

:ladvised that he was meeting with a lawyer to
determine his best course of action.

Investigation on 5/26/2005 at

File # 295B-SD-67338/ (p\ Date dictated 5/31/2005

by SA

This document contains neither recommendations nor conclusions of the FBIL. It is the property of the FBI and is loaned to your agency;
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Date of transcription 05/26/2005

[was interviewed at his
parentcs' home, | fas
advised of the identities of the interviewing agents and
subsequently provided the following information.

|currently
lives at l[along with his
roommate, land| bplit_all expenses for

the apartment evenly.| urrently drives a | |
registered to his parents.

admitted that he received COMCAST CABLE broadband
service at the residence] [While the service was in
ame, he and| plit all costs evenly.[____ pnd
. |each put some of the bills in their respective names.

lonly stays at the apartment]| |
loccasionally

[::::::::]advised that he does various things on the
Internet. He utilizes AMERICA ONLINE INSTANT MESSENGER (AIM),
utilizing the username | | He uses that same user name
[fff:%fffﬁSOFT NETWORK MESSENGER (MSN) and an account at HOTMAIL.COM.

as never heard of ELITE TORRENTS (ET), and has never used
BITTORRENT (BT) technology. He has heard of BT, but has never used
it himself.

stated that he had never used file-sharing
programs. Upon later questioning, deitted that he had the

Investigation on 5/25/2005 at | |

File # QSB—SD—67338/WQ/ ) Date dictated 5/26/2005
SA |FBI) : pmg
by SA [TICE) /sa [CE)
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file~sharing program BEARSHARE on his machine, but that he had not
placed it there and that it must have been installed without his
knowledge. Later, under further questioning, hdmitted that
he had downloaded music through BEARSHARE| |

has downloaded 8-20 tracks per month for approximately six
months.

[ had no knowledge of[::::::;:]involvement with ET.
ompact

once showed b burned c isc(CD) with an
episode of the television show "Seinfeld" on it. This was the only

encounter[:::::::lhad wit with relation to any sort of
television or movie trading. has never used the name
[::::::::]online, and does not believe that] |uses that name,

either.

E:::::::]owns a desktop computer and a laptop computer.
The desktop computer has a total of approximately 200 gigabytes (GB)
of storage. The laptop has approximately 30-40 GB of storage.

said he had no knowledge of any illegal material on his

, other than perhaps the aforementioned music tracks.

stated that any illegal material on his computer must have
been placed there by someone else.

[;;:::::::kta: ould have used his| |
computer, but that he had no direct knowledge of such.

oved his computer out three to four weeks ago, and may have
ter that point The onlu nersons who have kevs to
apartment are and a friend,
lived in the apartment for a short time and maintains a set of
keys. is not aware of htilizing any computers in the
apartmen ]

[:::;:::]belﬁﬁygﬁ_thax1other residents of his apartment
building may be 1uising wireless signal to acquire Internet
service through bonnectiondt:::::f::]has no evidence of

this, only a suspicion.

helijeves fhnfl |iq staying with his parents,
somewhere 1 provided a cellular

telephone number foid |mayru33—1hﬂ—1
email address br something similiar.

provided a cellular telephone number for| |
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[ i |has access to the Internet at his apartment on
| at the UIC computer labs, and at his parent's
| lome . parent's have COMCAST CABLE
broadband service in the name of |

The family shares one computer at the residence, which is connected
to the COMCAST connection.
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Date of transcription 05/26/2005

[ was interviewed at
. was
accompanied by a friend,| as advised of the
identities of the interviewing agents and subsequently provided the
following information:

[ lenrrent y resides at his parent's home,| |
| Occasionallv, he stavs at his parent's
other residence]

| |previously resided at]| |

| [:::::::] |began moving out of that apartment in March,

ept a computer at the apartment, and moved that out
approximately one month before the interview. has not slept
at the apartment since April. | |still has access to the
apartment, and has some items there. | |had gone to the
apartment on 5/25/2005, as he wished to pick up more of his items.
then noticed the search warrant copy and the property

receipt left on the table, and contacted the United State's
Attorney's Office for more information.

[ lhas done some online downloading of television
shows and music. has downloaded nine episode of the British
television show "Doctor Who". This st recent version, of
which there are only nine episodes. Elso downloaded 50-60
Indian music tracks from LIMEWIRE. as another forty or so
Indian music tracks that he acquired from his roommate, | |

is a regular user of INTERNET RELAY CHAT (IRC).
[::::::::Fhats in channel #utopia-planitia, which he believes is part

Investigation on 5/25/2005 at |

File # 295B-SD-67338 /’(0?7 Date dictated 5/26/2005
SA : pmg
by SA fTcE) /5a | [ICE)
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
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2950 ~8SD - L7553 (5%




FD-302a (Rev. 10-6-95) bo

295B-3D~-67338

Continuation of FD-302 of __| .on 5/25/2005 , Page 2

of either EFnet or Freenode.[::::::] is unaware of the server he
uses to connect, as he uses a service which picks a serve
randomly.[;::::::]uses the nickname| lon IRC. |
described #utopia-planitia as a channel used primarily for
discussion of science fiction television show. The channel owner,
also operates an FTP server, located at either

utopia.planitia.info or utopia-planitia.info. This FTP server is
used by the IRC channel members to trade television episodes. This
is where ZAVERI acquired some of his Dr. Who episodes.

acquired the rest of the episodes through the website BTEFNET.COM,
which uses FTP to transfer files.

[::::::]has never ELITE TORRENT (ET) network or
BITTORRENT (BT) technology. tfffi:iﬁihas heard others in the #utopia-
planitia IRC channel di s using ET. Specifically, he recalls
that users and| discussed using the ET network.

is the channel owner and administrator of the FTP server.
is a channel operator, and[:::::::Pelieves he resides in

Europe.

I lnr@V'ously had a computer at the apartment on
| described the machine as an eMachines brand,
with a Pentium III lgigahertz processor, 256 megabytes of RAM, and

approximately 20 gigabytes of storage. stated that we would
find no illegal materiel on his machine, other than the previously
mentioned music files and Dr. Who episodes. also stated

that he has a Compag Presario laptop, that has not worked for
several months and is being used for parts.

| leMachines desktop was previously connected to a
network in the apartment. The equipment belonged to
andl vas responsible for setting the network up.

And |shared a drive between their machines, which

5 to aTquire the previously mﬁntigngd_music tracks from

~?§§ is not aware of use by of ET or BT

technology.l lhas never used the nickname !online,
page wi

for any reason. does not know why a web his
picture and personal iniormation contains the nickname

'red alert‘[::::;:::]does use the nickname
and variants as his online nicknames.

[:;:;:::]has access to the Internet at the UIC computer
labs and at his parent's house [ |
address has either SBC DSL or COMCAST CABLE broadband service.
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[::::::;}s not sure which service it is His eMachines desktop is
connected to this service at the pddress.

[:::::::]granted permission for agents to se i
stated

computer, and subsequently withdrew that permission.
that his entire family used the computer for Internet aciiii::fff]
he did not want to deprive them of that without warning.

advised that he would be willing to turn the computer over and give
permission at a later date.
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luas cantacred at his request on his
cellular helephone,l was once again advised
of the identity of the interviewing agent and subsequently provided
the following information:

E::::::]<did no provide the following information
in front of his parents.t[ffff:ff]also did not want to further
speak with the agents in front of his parents, and requested that
further contact be made on the provided cellphone number.

[:::::::]now believes that his roommate,
utilizes the nickname[ _____ Jonline.

computer has three or four hard drives in it.
One of the hard drives was shared across the network between his

machine and does not believe that there is any
illegal maté?iﬁi‘ﬁﬁ‘fﬁiﬁ‘ﬁfiﬁéJ but if there is,[::::::]or someone

else must have placed it there.

| |requested the return of seized compact discs(CDs)
from his avnartment [ i I
[2Tso inquired as to
The whereapouts or other seized evidence and an approximate
timetable for the return of that evidence.

Investigation o~ 5/25/2005  at | (telephonically)

File # 295B-SD-67338 /(pbk Date dictated 5/26/2005

by SA W—-\
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On 5/24/2005, pursuant to an FD-941, Consent to Search
Computers signed by| | Special Agents(SA) of the
FEDERAL BUREAU OF INVESTIGATION and IMMIGRATION AND CUSTOMS
ENFORCEMENT (ICE), along with an examiner from the Chicago REGIONAL
COMPUTER FORENSICS LABORATORY (RCFL), imaged a computer server at

FDC Servers, 141 West Jackson Blvd., #1135, Chicago, IL. Present
at the image were:

SA [FBI)
SA ICE)

sa (ICE
Examiner| (RCFL)

was present at the site when agents arrived at
approximately 10:00 AM, and reiterated verbally his permission to
image the machine identified by Internet Protocol (IP) address
identified the physical machine and
PLOVIAE]| [ Working space.

[::::]adv1sed the agents that the server had approximately
200 gigabytes of storage, and a different set of mefii:ffpld be

required. After acquiring the media from the RCFL ommenced
imaging the system.

[::::]completed the image at approximately 2:15 PM. The
imafef stored on a 3.5" hard drive, was taken into evidence by SA

The original machine was returned into service by FDC
personnel.

Investigation on 5/24/2005 at Chicago, IL

P

File # 295B~-SD-67338 /US
SA|

I
by __ SA| [ICE) /52 [CE)

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/31/2005

To: San Diego Attn: Squad 19 - Cvber |
SA

From: Chicago
CY-2
Contact: SA| |

Approved By: | |

Drafted By: | nc%

Case ID #: 29SB—SD—67338/wv(Pending)

Title: OPERATION: D-ELITE
Synopsis: To detail lead coverage

Reference: 295B-SD-67338 Serial 3
295B-SD-67338 Serial 11

Enclosure(s): Enclosed for San Diego are the following 302s, one
indexed and one original copy each:

- Surveillance conducted 4/7/2005

- Interview of | lUIC

- Interview of| | FDC Servers
- Report of FDC Servers image

- Report of search of |
- Interview of | ]

- Report of car stop

- Report of su.nmngjwlmc
- Interview of]

In addition, the following FD-340 and FD-340c
envelopes are enclosed:

- FD-941 signed by| I

- Printout of UIC records o |address
- Copy of 1UP webpage of | [

- Photo log and sketch ofl |

- Interview notes of]| |
- Interview notes of FBI IA | |

- Interview notes of | [

- CD-ROM containing photographs of search warrant
~ Copy of lease for| |

- Copy of search warran

25, -3D -71522) (ol

b6
b7cC




To: San Diego an: Chicago
Re: 295B-SD-67338, 05/31/2005

ICE operations plan for search warrant

- FBI operations plan for search warrant

Lease and application for| |
Affidavit and application for search warrant

~ Hard copy of search warrant photos(3 envelopes)

Finallw. inserts from the following are enclosed:
- SA
- SA
- IA

Details: Per serial 11 above, agents of the FBI and ICE
coordinated with the Chicago RCFL to image a server at FDC
Servers in Chicago. The operation resulted in the acquisition of
one 200 gigabyte (approximate) image, stored on a 250 gigabyte
hard drive. The driv s taken into evidence by ICE. An FD-941
was signed by of FDC Servers, granting permission
to take the image. This document is enclosed in an FD-340 1A
envelope. Chicago considers lead 11.1 covered.

Per serial 3 above, Chicago coordinated with ICE agents
to prepare and h warrant on the residence of

b6
b7C

|[Agents or the FBL and 1Lk eXecuted said

warrant on 5/25/2005. Two computers and approximately 196
compact discs were seized by ICE. Agents also located and
interviewed[_____ ]and his roommate, Enclosed
are several documents detailing the search and interviews, along
with corresponding FD-340 1A envelopes containing documentation.
Chicago considers lead 3.3 covered.




To: San Diego Fgm: Chicago
Re: 295B-SD-67338, 05/31/2005

LEAD (s) :
Set Lead 1: (Info)

AT SAN DIEGO, CA

Read and clear

*"
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1y o mea =l

Cii May 25, 2005, db dpproximately 6:02 a.iii.,

warrant issuedl| i |
|was executed at the residence

located at]|

At the time the search warrant was executed, the
residence was occupied by and
The search warrant was executed by the Federal Bureau
of Investigation (FBI) Cyber-Cri t incident.
During the course of the search, eturned home
from work and joined his family Tor the remainder of the search.

After knocking and announcing and waiting approximately
20 seconds, non-forcible entry was gained to the residence when
acknowledged the entry team's command and opened xr.
hs were taken at the search scene by Detective
Milwaukee Police Department (MPD), and all items seized
were documented on FD-597 property receipt forms. A copy of the
FD-597 formgs. Evidence Recoverv Tioas.| ]

placed 1n a 1A envelope and made part of the case file.

The property items seized pursuant to the search warrant
were as follows:

by

SA

1)
2)
3)
4)
5)
6)
CERNSHEL LEERED_ L
QERIALIZED _FILED —e
Investigation on ~~ 05/25/2005  at| | :
Y4 N
JUL 2B ey ‘
File# 29 B—SD—67338~{6¢\ Date dictated 05 26/20 {
N [SA| SA
R 51 WILWAUKEE ;

ye

1
1

This document contains neither recommendations nor conclusions of the FBL

it and its contents are not to be distributed outside your agency.
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9)
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14
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25)

26)

27)
28)
29)
30)

31)

32)
33)

34)

The following personnel participated in the execution of
the search warrant:

SA FBI CART/FE
SA FBI CART/FE
SA FBI
SA FBI

SA ICE
SA ICE

MPD Detective
MPD Detective

The following is an approximate time line of the search:

- Time Action
6:02 a.m. Entry made
6:07 a.m. Residence secured
6:10 a.m. Search initiated

9:20 a.m. Search completed/Exit residence
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05/31/2005

interviewed at his place of

rzuﬁikzmz;_1Also present during the
interview was Special Agent United States Immigration

& Customs Enforcement, Milwaukee, Wisconsin. After being advised
of the idfffifijs of the interviewing agents and the nature of the

interview provided the following information:

[:::::]became involved in the Elite Torrents (ET)
Organization after seeing an advertisement for Elite Torrents in a
bit torrents chatroom called "efnet'. The advertisement informed
the reader that the Elite Torrents site had movies, games, and
music; and it provided a URL (Uniform Resource Locator).
believes that the efnet site was recently "busted" meaning that it
was taken down by law enforcement officers.

| boined the ET Organization approximately
| [He advised that the ET Organization tracks the number

of weeks that the members have participated in the group.

[:::::]visited the ET website and then followed the sign up
instructions to become a member. The procedure for
uploading/downloading a file on the Elite Torrents is as follows:

1. A member rips a movie and compresses it to "scene
standards". | advised that there are
professional ripping guidelines, and that large
files are divided into 15 MegaByte (MB) or
50 MB chunks.

2. Next, the member affiliates himself/herself with a
top-site computer. These top-sites use the
linux operating system and FTP (file transfer

protocol). The member distributes new releases

called "content" to the top-site server.
+ SEARCHED LONED
RN T Ty FiLCU
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3. From a top-site server, members denoted as
FXPers distribute the content to members
classified as Uploaders. The Uploaders use
home PCs or servers. The content is
transferred via FTP through FXP to the Uploaders.

4. The Uploader will torrent the content with the
"make torrent" command. Checks such as hash
matches will be done to insure integrity of the
files. '

5. Groups of members called a "swarm" will connect to
the Uploaders to upload and download files. A
swarm can consist of three (3) to three-thousand
(3000) members.

There are no duplicate movies in the ET Organization
unless a member has a movie of a different quality lewvel.

dvigsed that there are approximately twenty (20)
top-site servers around the world--three (3) top-sites are located
in the United States. One U.S. top-site is located at Planet Data
Center in Texas; one is located at Savvis in Texas; and the third
is located in Atlanta, Georgia. The owner of the ET Organization
is named Last-Name-Unknown (LNU) .

There are ET members with certain roles: for example,
Administrator, Moderator, FXPer (Flash XPer), and Uploader.
Administrators manage, create, and delete user ag .
Moderators manage chat rooms and the ET website. hescribed
the roles of FXPers and Uploaders above. Uploaders have unlimited
access to content.

| |knows of five (5) FXPers:|

and| has not met any members of
the ET Organization in person. was asked to be a Moderator,
but he declined because it took too much time[::::::]was also
offered the chance to add a top-site to the ET Organization,
however, he would have had to pay for space on a server out of his
own pocket.

Incidentally,l |ET member name is|




FD-302a (Rev. 10-6-95)

beé
bicC

295B-SD-67338

Continuation of FD-302 of | ,O0n 05/25/2005  ,Page _ -3

[::::]advised that his laptop has a bookmark to a top-site
called "stonyv" or "etvision". The laptop has the Windows XP
Professional operating system loaded on it. There is no login
password required and there is no encryption on his laptop. His
administrator's password for the laptop is

In the directories \FlashFXP or \Tracerscriptj has
saved some chat logs. He used an IRC (Internet Relay Chat) client.
[used "cdcovers.cc" to create movie labels.

Another organization called "pornbits.net" split off from
the ET Organization to distribute pornography content exclusively.

In addition to the ET Organization, knows of a group
called "delusional fxp.com" which uses unwitting top-sites to store
files. The group scans for servers; finds open servers; and hacks

them. Then the group copi

eg contents from top-sites and FTPs them

to the unwitting servers.

login for delusional fxp.com is

Tamiliar with the exploits

and his password is|

lis

that delusional FXP uses.
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On May 25, 2005, at approximately 6:00 am, the Federal
Bureau of Investigation] |
| _Drocent cation were
SA | SA
. Immigrations and Customs Enforcement (ICE), and |
convened in the front living room.

SA| |advised| |that the FBI was

[ sa| |advised that no one was underx and that INDEX

thel were free to leave. At that point, SA | asked
| if he had knowledge of the Elite Torrents Organizatio

and the user lreplied "Sir, I have no idea
what you're talking about." SA] |askedEEEEEEEE}:]the

uestion, to which he replied "Yes I do." SA asked[iiff:] - —
Ei::fjif he would be willing to answer questions regarding this - [IALS
matter.

SA[::::;;:] SA |and| |assembled
at the kitchen table. SA repeated that no one was under

arrest and that they may leave the residence'when ever they wished.
| lanswered several questionsg reqarding his involvement with
Elite Torrents. SA[:::::::Tadvised‘ ithat the FBI was
going to be seizing his computer(s), and asked what the FBI
expected to find on his computer. | | told the interviewing

agents that he did not want to be interviewed further without legal
regresentation. The interview was subsequently terminated. SA

handed a copy of a letter from a Department of
Justice Attorney.
ter, | larrived at the residence. SA
and SA informed| | about the search warrant.
At approximately 8:00 am,l |sat_at the kitchen
table with] | andl
asked to speak to SAl ladvised, "The consensus is
that I cooperate." SA| [asked "do you want to speak to me

without an attorney present?" | |replied '"yes."

sa[ Jtold[____]that sincegasked for an

attorney to be present during the interview, and en,withﬁ;gwéyhfS‘ﬂ

wEARGRL
| ceniatizen £it BT .
T Ay }
Investigation on 05/25/2005 at J l |
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request; SA was going to advise of his Consitutignal
Rights. SA and S@ead an FD-395, Advice of
Rights, form. advised that he understood his rights and

signed the form. The interview then resumed.
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Pursuant to a Search Warrant|
[SE

|
1B-No. CART No. Description
1B-56 gmwl 1
1B-56 gmwl_2
1B-56 gmwl_3

INDEX

1B-59 quw2 1 Q

INITIALS
1B-59 gqmw2_2
1B-61 aqmw3_1
1B-60 quw4_1

SERIALLEY R}

Investigation on 06/22/2005 at Milwaukee, WI
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1B-62

bvidence Control Room, Milwaukee.

|Eorwarded to the
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documenting circumstances of interview, interview notes, FD-395
advice of rights, signed target letter; 2) FD-302 of search
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executed a search at

| | Numerous evidenc;_i;gms_mgﬁe collected and stored at
FBL Milwaukee. The subject, provided a statement

regarding his involvement in the Elite Torrents organization.
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At approximately 6:00 am, on May 25, 2005, Special Agents
(SA) of the Federal Bureau of Investigation (FBI) and Immigration
and Customs Enforcement (ICE) conducted a search warrant on the
premises ofl

At approximately 6:04 am, during the entry, SA| |

erved | | the search
warrant, case number | | read the search warrant,
turned to| and made a

statement that the search warrant was about movies.

At approximately 6:15 am, SAsl |and
, |began interviewing| |During the interview SA Q@
, [TnTormed| |that no individ going to be ponn
arrested from the residence on that date. interrupted SA

land stated that he knew that no one was going to be
arrested because SAs would have already done so. SA

continued explaining that all statements made by | [were to
be considered voluntary. provided the following
information during the interview: '

Within the residence,[:::::::]owns one Cox
Communi;a;igns_gﬁble modem line and one Qwest DSL line for Internet
access. id not have a dedicated Internet Protocol (IP)
address. | wvas not sure how many computers were in the home
but guessed twelve computers with additional parts located in the
computer room closet. |explained that he built most of them
himself for recreational use] | defines recreational use as
his hobby to build computers with the latest technology and
hardware, test the new technology, and look for wvulnerabilities.

Investigation on 05/25/2005 at

File#ﬁ_’Q_‘EB—SD—6733B r’)_} Date dictated 05/26/2005
SA
by SA

245~ SD- LoT1BE 9\ 2y

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
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claima that other than| |desktop and
laptop an |1aptop he is the sole user of all of his

computers. Furthermore they do not allow| |to enter or
use the computers in the computer room.

[::::::::]asked SAs if they were taking all of the
computers. SAs responded that thev would be seizing all computer
equipment from the premises. responded, "I'll just go out
and buy more."

[ lhas been involved with computers since he was a
child. was a self-taught computer hacker
who utITrzed a Pentium 286 and a modem to hack into computer
systems overseas with the goal of learning how to expose security
vulnerabilities. Most of the systems thatf::::::::]hacked were
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located in China, Ja orea. When| |his
hacker friend was arrested for hacking and credit
card fraud. claims that he was never a part of | |

credit card fraud scheme, he didn't know about it, and he did not
want to know or become involved in it. enjoyed hackin
because it gave him something to do and he was curious.

has not hacked in over five years because he got "older and
smarter" and prison was not worth the risk of getting caught.

After he graduated from high school, approximately[:;:::]
years ago, a friend talked into becoming involved wit
spamming or sending e-mail to advertise other companies. They did
not have a name for the spamming company. lactually removed
individuals from his spam lists if requested|| |was not
making much money, so he decided to go into the spamming business
himself by sending spam advertising mortgage leads.[:::f;:;:]did
not have a company name. In approximately October 2003, before the
CanSpam act was approved, | stopped spamming because he did
not to get into legal trouble in the future. In January 2004,
began working on other small computer projects to earn

income.

Over the past year:mmw&mﬂ_l
three different software packadges:
Current.ly) receives all of his income from these software
packages. stores the source code for the software on his

personal computers and stores the actual product on his website.
When a customer purchases the software, they download a copy of the
program and obtain a registration code.

Approximate one to two months adgo started a
| business

| opened an orfice gpacel I
Istrictly for
business and has not used the site for his ITWOIvVementc wi
torrents.

Approximately one and a half years ago,[::::::::]was
reading an article on slashdot.org [Note: a well known news website

based on technology] about torrents, aka BitTorrent [Note:
BitTorrent is a file distribution system used for transferring
files across a network of computers. As one user downloads a file,
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BitTorrent makes the file immediately available for upload while in
the transfer process.] anted to download movies from

torrents because he an did not want to take their young
children to the movie theaters.l Isearched for torrents by
typing 'torrents' ugh the Google search engine. F;ilizing_;?e
screennamel a name that a friend gave him,

joined Intermet Relay Chat (IRC) channels such as EliteTorrents on
EFNET and MIRC Client. Through the channels, Imet random
people online and did not recall names or scree st of the
torrent channels was built on a ratio system sonfof::%jbegan
uploading movies, mp3 albums, games, and tv shows to that he going
gain credit to download media for himself. An individual named

[ | (real name unknown) provided|:|with
uplo status in another channel. Approximately nine months ago,
| Erequented the TorrentBits channel strictly for
ownloading media. He used the channel for a_few months but the

channel closed approximately six months ago. | frequented
another torrents FTP site for a few weeks and gained an account

from | Approximately two
months™ ago, stopped using the site because he found it

unreliable.

[:::::::]'utilized two different BitTorrent channels:
EliteTorrents and EliteTorrentsUploads. The EliteTorrents channel
is open to the public for users to download files contained in a
hash table. EliteTorrents is ratio-free system [Note: ratio is a
term used in an upload/download transfer system where the number of
downloadable files is dependent upon how many files were uploaded
by the user]. The EliteTorrentsUploads channel was used only for
uploading accounts. After a period of time, an individual known as
[f%::::::f](real name unknown) gave him uploading account access to
the EliteTorrentsUploads channel. The EliteTorrents channels do not
actually contain media, they keep track of computers that are
connected through a network designed to upload and download media.

| has been known to provide BitTorrent servers to at
least ten other individuals for the purposes of uploading and

downloading torrents. Approximately Ehrff %f four months ago

began leasing a server fro in the FDC building for
e purposes of setting up a server to upload and download media.
The server cost $200.00 a month and is capable of using 50 Mbits
per second when transferring media files. used FileZilla
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[Note: a free FTP client and server program] to transfer media
to/from his server. —

SAs asked.[:::::::] questions based on a "Additional
Remote Server/Data Location Information Sheet" provided by FBI San
Diego. The sheet can be found in ﬁ:%%ifffzﬁnvelope with the

original notes of this interview. provided the following
information:

IP Address: | |
Server type: Red Hat Linux / 40 GB / Pentium
4 / 100 Mbit shared.

Programs utilized on

server: BitTorrent Client / ProFTP
Logins and associated
passwords: Could not recall / took down the
server a mon lue to e-mail
warning from |
How to access server: Secure Shell (SSH) using a

computer located in the
residence computer room.
Accessed the server every other
day for a period of a couple of
hours.

Other individuals who

have access: Users : he
server. were

given one general account rfor

uploading £i he FTP
server for to upload to

the torrents site.

Summary of what is on

the server: 100 GB hard drive that s
movies and tv shows. If
ran out of space he woul elete

older media.

proximately one month ago,[::::::::]received an e-mail
from lexplaining that his company received a court order that
requested records and would result in some of the servers to be
shut down.| believed that warned all those involved
with the torrent servers. After receiving the e-mail,

decided to stop uploading to the EliteTorrents website€ an
destroyed most of the media on his computer so he would not get in
trouble with law enforcement.
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To date,[::::::::]estimated that he has downloaded a
couple of terabytes of DVD's and games and uploaded a few terabytes
of movies to the EliteTorrents website.E::::f:::]would commonly
delete movies that he once downloaded and viewed to save space on
his home computers.[::::::::]estimated that at the time of the
search warrant he stored about 500 to 600 gigabytes of illegally
copied movies and games.[::::::::]acknowledged that some of the
movies that he downloaded were pre-release versions.

discu d hig intentions when getting involved
with BitTorrents. first wanted to download movies for his

own personal viewing. Since_a majority of the torrent servers were
set up with a ratio system, needed to upload media in
order to download the media that he wanted. After getting involved
he found that he began uploading more movies than he would actually
download and since has achieved a high credit amount.

admitted that at one p01nt he uploaded movies because he liked the
online status and praise that he was getting from other users

involved with torrents.| |or somethig

(real name unknown), ran the site and would compliment on

the speed and timing of his movie uploads. is known to have

children and to work at] |
may reside in| |and _transferred many of the files to

ifferent sites in Australia. When| set up the FTP server
at FDC he made it a torrent server and uploaded movies transferred
through FTP to be available through torrents[::::::::;]always used

[::::;%:]as his login but could not recall his password because he
saved 1t in the Mozilla pagsword manager which automatically inputs

his password during login. claimed that no other person
used his username and passwor

communicated with other users in other torrent
channels, one Las Vegas channel and one Phoenix channel but could
not recall the names of the channels.[ __ |was only involved
with BitTorrent downloads and did not participate in the warez
scene.[  Tnever sold the copyrighted works for a profit.

[:::::::::]acknowledged that[;::::;:]was fully aware of him
downloading movies against copyright laws for personal viewing. In
additionJ requested to download certain movie
titles for herself, which would burn to a DVD to watch on

tv.

[:;;::;::]told SAs that he is willing to cooperate with
the FBI in e Iuture. At the end of the interview, SA[:::::::]
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provided[::::::::]a letter written by Computer Crime and

Intellectuar_onnerﬁy Section (CCIPS) Trial Attorney

the signed copy with

sifned the letter on behalf oﬂ |and left

b6
b7cC
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|was
‘interviewed at her place of residence. 8T being advised of the
nature of the interview and the identifies of the interviewing

agents, provided the following information:

Approximately one year ago,[:::::khanged jobs again and
began writing software code. He was involved in the development of

[ Around thic same time | Etazrted a
business| Adobe

Photoshop. | ladvised that she owned a registered version of 7”@9
|

Adobe Photoshop, but the version she uses was a copy that]

downloaded from the internet.[ _ Tdvised that|

[share an office space logated atl

| In the office”space,| [had

one computer set up] |one computer set up for
[ [and one computer to connect from their

residence. When asked| J[rated her computer knowledge as
"fair."

[::::::::]advised that almost a year ago began
downloading movies, music, games, and tv shows online illegally.
advised that she knew it was illegal, but every movie that

e would download, when it would come out _on DVD she would purchase
it and that is why she has so many DVD's.l advised that it
is impossible to bring little kids to the movie theatres, so it was

Investigation on 05/25/2005 at | I
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would download a movie and burn it to a compact disk so
watch it on their television.[____ Jalso watched movies
on a Sony laptop stated that she likes certain video

games and she to she wanted to purchase them so the people
who make the games will make money and continue to make the games.

| |remembered that two of[::::::]passwords were
| | There was a third password that started
withl]| [but| fw able to remember the entire thing.
I IaTso advised thaiﬂlused the usernames and
| could not remember any other people that
was 1n contact with who are also involved with the movie and game
downloading.

[::::::::]advised that a COffif:ff]months ago[::::]received

an email from a guy that maintained server that he should
stop downloading movies because of some "court order" requesting
records for the server. | |could not remember when the guy
sent the email, but that was when| | stopped downloading
copyrighted materials. also advised that[ ____ |stopped
because he did not want to jeopardize his company because he knew
that downloading media was illegal[ ffff ?lso wanted to stop
downloading illegal copies because wanted to support the
game making companies so that they could continue to make games in
the future.

[:::::;;]was not sure where[::::]would get the movies and
other software from, but ieved it was sgmg_;Tpe of forum,
but "not like Napster." believed thaf was able to

download things "in a faster way", but she did not know how he did
it. remembered| Jhad an FTP program on the server.

I I alan =248xvricead l

| ladvised that the office space t irrently use was
recently acquired and was never used b to download movies or
any other media.

In additian[:::::::]advised that she did not usel |

:ust easier for them to watch the movies at home.l jrecalled
ey could

computers because he did not want her to touch them. had a
Sony laptop and a Toshiba laptop both containi ' wS , Chat
she used to play games and edit photographs. also used a

Sony computer with Windows XP that was located in the computer




o ® ®
" FD:302a (Rev. 10-6-95)

b6
b7cC
295B-SD-67338
Continuation of FD-302 of I I ,On 05/25/2005  ,Page 3

room. ([Note: later identified as room M during the search warrant].
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On May 25, 2005, Special Agents (SA) of the rBL conducted
a search warrant | i |
| During the search warrant several
items of evidence were seized. Amongst items seized was item 1B(22)
described below:

CART FE| | discovered that item 1R{(22) was
located amongst other items labeled as item 1B(23). FE and
S| |found that the FD-597, FRI Receipt for
Property Seized, for 1B(22) was attached to | [aAfter A

-ing the discrepancy, Evidence technicians entered|
as item 1B(88) described below:

On July, 14, 2005, SAl |issued a letter with atfffi]

ew FD-597 documenting | | ausa
is preparing documentation to issue a motion to resubmit the
earc

. Warrant return which will include the original FD-597's that
were provided with the return on May 26, 2005 and the new FD-597
documenting seizure ofl |

Investigation on 05/25/2005 at Phoenix, Arizona

File #,295B-8D-67338 75 Date dictated

07/14/2005

vy  SA| |

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency. ta\S\b - - ?’)%% .
/-‘/kﬂm /458, 302 SD Loq )




¢ . K. (l' ".

U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to 4 (_0

FileNo. 295B-SD-67338~ 201 East Indianola Avenue

Phoenix, Arizona 85012
July 14, 2005

b6
b7C
OTHER Sealed Pursuant to Court Order

Dear

Enclosed with this letter is an nndated document
pertaining to the search warrant |

’ Specifically included is page one of Federal Bureau of
Investigation Receipt for Property for - i
describes
I

If you have any questions please feel free to contact
SA| FBI Phoenix, at]| |

Sincerely,

Jana D. Monroe
Special Agent in/gharge

Supervisory SpecialVAgent

Lkmn 19582 . wpd

e NAY)

24566

T®




S FD-58% (Rev 8-11-94)

. , Page / of’ /
UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # 29513 —sD - (7338

On (date) |

item(s) listed below were:
[J Received From

O Returned To
| Released To

E. Seized

(Name)_|

(Street Address)|

OTHER Sealed Pursuant to Court Order

(City)

Description of Item(s):

Received By

Received From:

(SISIETUTEy (Signature)




» ®
(Rev. 01-31-2003) .

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/16/2005
To: San Diego _ Attn: SA
From: Phoenix
Squad 12 ‘
Contact: SA b6
£ b7C
Approved By: | T V/
Drafted By: —
{
Case ID #: 285B-5D-67338 ! (Pending)
288A-PX—C61767—LL\ (Pending)
3
Title: OPERATION D-ELITE b
Synopsis: Phoenix covers lead] .
|
Reference: 295B-8D-67338 Serial 5 OTHER Sealed Pursuant to Court Order

Package Copy: Being forwarded under separate cover to San Diego
are the following items of evidence:

Qasp-Sp~ WHb ¥, FF




. ®
To: San Diego Egm: Phoenix

Re: 295B-8D-67338, 08/16/2005
OTHER Sealed Pursuant to Court O:




.

To: San Diego Fgm: Phoenix

Re: 295B-SD-67338, 08/16/2005 OTHER Sealed Pursuant to Court C




To: San Diego gm: Phoenix .

Re: 295B-8D-67338, 08/16/2005 OTHER Sealed Pursuant to Court




To: San Diego F!m: Phoenix .

Re: 295B-SD-67338, 08/16/2005 OTHER Sealed Pursuant to Court ¢




To: San Diego g)m: Phoenix

Re: 295B-SD-67338, 08/16/2005
OTHER Sealed Pursuant to Court




To: San Diego FQm: Phoenix .
Re: 295B-8SD-67338, 08/16/2005

OTHER Sealed Pursuant to Court Order

Enclosure(s): The following items are enclosed for San Diego:

(1) One FD-302 document?ng the interview of[::::::::]
|

N2) [fff:ffifff documenting the interview of[ | b6

b7cC

~N(3) One FD-302 documenting a discrepancy in the
documentation of items seized.
{4) One letter sent from Phoenix to[::::::::]
(5Y One copy of Phoenix operational plan.
(6) One copy of search warrant and affidavit. case
I | OTHER Sealed Pursuant to Court Order
(7 One copy of Motlon to Seal and Order to Seal.
(8)/ One copy of original search warrant return
(before resubmission).
(9)” One copy of Order to Modify Search Warrant
Return.
(10)” One copy of original search warrant return
(revised version - resubmlSSlon)

(11)/0One FD-340 envelope coj
lrernvdq 1nrormatlon on

(12) " One FD-340 envelope |

(13)”One FD-340 envelope containing CART service
requests for technical assistance.

(14) One FD-340 envelope containing original notes
from |interview.

(15)/One FD-340 envelope containing original notes
froml l

interview.
(16) One FD-340 envelopel

(17Y One FD-340 envelope| _J

b6
b7C
OTHER Sealed Pursuant to Court Orde




To: San Diego grom: Phoenix
Re: 295B-SD-67338, 08/16/2005

(18)~ One FD-340 envelope containing original FD-597's
from the search warrant.

(19)7One FD-340 envelope containing two newspaper
articles from Phoenix newspapers.

(20) One FD-340 envelope containing original notes

taken during the proffer interview of[:::::::]
(21%J;ne ;;-;;0 envelope containing original notes
ing the proffer interviews of

b6 (22)7One FD-340 envelope and manilla envelope
0o
b7cC |
OTHER Sealed Pursuant to Court Order

Details: On March 29, 2005, San Diego gsent Phoenix a lead

During the search warrant items of evidence were seized
and enterxed in the Phoenix Evidence Control Room. On May 26,
2005, sa| |swore in the search warrant return with United
States Magistrate Judge Virginia A. Mathis. At a later date,
Forensic Examinex] | discovered that an item of
evidence was not properly identified with a FD-597. On July 18,
2005, AUSA| ifiled a sealed "Order to Modify a Search
Warrant Return.T On July 20, 2005, Judge Mathis signed the Order.

On August 18, 2005, San Diego SA's and CCIPS attorney

| requested that SAl lphvsicallv attend two
Separate proffer meetings with bnd
at the U.S. Attorney's office in Phoenix, Arizona. Notes for both
meetings are located in FD-340 envelopes attached to this
communication.

On August 18, 2005, SA[:::::::]resubmitted and swore in
the return and items of evidence seized inventory to Judge David
K. Duncan. See attachments for more details.




OTHER Sealed Pursuant to Court Orc

To: San Diego Fgm: Phoenix

" Re: 295B-8SD-67338, 08/16/2005

In this package Phoenix is forwardi items of
evidence to San Diego. The following item, i1l not be

forwarded to _San Diego becanse the items were shipped to FBI
headquarters |Once analysis is

complete Phoenix will forward item| to San Diego.

The following item)]

| Phoenix

CART has arranged with San Diego to forward the evidence to the
San Diego CART labs for forensic analysis.

Phoenix considers this lead covered but will continue
to assist San Diego in this matter.




To: San Diego Qom: Phoenix |

Re: 295B-8D-67338, 08/16/2005

‘

LEAD(s) :
Set Lead 1: (Info)
SAN DIECO
AT SAN DIEGO, CALIFORNIA OTHER Sealed Pursuant to Court

Phoenix i i
covering lead

| | Phoenix will continue to support
san Dlego with this matter.

*

10




Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Date: 08/25/05 Time: 11:38

Case ID: 295B-SD-67338 Serial: 78
Description of Document:

Type : OTHER

Date : 06/23/05

To : SAN DIEGO

From : MILWAUKEE

Topic: PROPERTY ACQUIRED FROM MILWAUKEE: BACKUP IMAGES FOR QMW1l - 5

Reason for Permanent Charge-Out:

already serialized into case as 72 b6
b7C

Employee:

0B~ SD~ (p75%2, 1%
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FD4597 (Revt 8-11-94)

UNITED STATES DEPARTMENT OF JUQICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # Q5T -SD -(7933%"

Page of j 'Z

b6
b7¢C
OTHER Sealed Pursuant to Court Order

item(s) listed below were:

On (date) @570?,340200 S/

(Name)

(Street

O Received From
Returned To

] Released To
eized

Address)

(City) |

Description of Item(s

A L B

\

\

\

\

\

T~

Received 4

o~

Received From:

\L=27-32i 2322 0y




FD3597 (Re¥ 8-11-94)

UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

re s 24500 -5 D ~ (412358

Som e~ -
Page 7,——- of })7

b6
bicC
OTHER Sealed Pursuant to Court Orde

item(s) listed below were:

On (date) [%;/2 5/?/0(05

(Name)

(Stree.t_A.d.Tml

(City

Received From
[J Returned To
[} Released To
1zed

Description of Item(s

Received By

Received From:




FP-507 (Rév 8-11-94)

UNITED STATES DEPARTMENT OF J
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # 2@5 A -SD- W722¢

TICE

b6
b7C
OTHER Sealed Pursuant to Court Orc

item(s) listed below were:

On (date) DS’/ 25 /2(;(5

(Name

(Street_Addrecs)

Received From
] Returned To
] Released To
T Seized

(City

Descrintian of Ytamlo

Received ¥

Received From:




[y

FP-597 (Rev 8-11-94)

UNITED STATES DEPARTMENT

FEDERAL BUREAU OF INVESTIGATION

Receipt for Property Received/Returne

File # 205 -0~ (072325

e A1)

OF JgTICE

d/Released/Seized
b6

b7cC
OTHER Sealed Pursuant to Court O

item(s) listed below were:

On (date) 051 b5 / v/ 85)

(Name)

Received From
Returned To
Released To

E/S‘éized

(Street Address)_|

(City)

Description of Item(s

Received Received From:

s




‘ , - 1

FDy507 (Rev 8-11-94)

UNITED STATES DEPARTMENT OF Ilg'ICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

b6

File # DQ%5 (D -5 - (0122¥ o
OTHER Sealed Pursuant to Court Ord

On (date) =) / 25 /7(;05’ %ml({S)cE?tz(cii ?*‘?rloor;v were:
ecelv
/ Returned To
Released To
B Seized

(Name)_|

(Street_Address

(City)

Description of Item(§

Received From: |

Received ByI
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FD=—597 (Rev 8-11-94) Page 4 Q of i f

UNITED STATES DEPARTMENT OF J&ICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File #5516 72325

b7C
OTHER Sealed Pursuant to Court Ords
On (date) () /‘Z{; /Z O~ itemn(s) listed below were:
/ | Received From

[ Returned To
| Released To
eized

(Name

(Stre ’.LA.d.d.nesJ

(Cityf

Description of Item(s):

Received H | Received From:




F'L;,-sg'r (ﬁev 8-11-94) ) Page !“/ of ’r /

UNITED STATES DEPARTMENT OF I&‘ICE
FEDERAIL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # 245 B>-50 (67225 o7

OTHER Sealed Pursuant to Court Orde

On (date) Dg/ 25 {) 205 iteml({s) li.stetci1 gelow were:
_ eceived From

[ Returned To

] Released To

[=+8eized

(Name)

(Street_Addresd

(City

Description of Item(s

Received B Received From:




ot .t J I
FD+597 (Rev 8-11-94) Page éj of "J
UNITED STATES DEPARTMENT OF J(’ICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized
. ) . : b6
wie # 245 P> -5 -(0722%

OTHER Sealed Pursuant to Court Ord:e

On (date) (U5 / Z/E;/ / 2605 itDeml(KS) li.stegli 1281)01: were:
eceived Fr
Returned To
[ Released To

-Seized

(Namg

(Street Address

(City

Description of Item(s

Received By Received From:




[

FD3597 (Re¥ 8-11-94)

UNITED STATES DEPART
FEDERAL BUREAU OF
Receipt for Property Received/Returne

e # 205 B-SD-p 73 38/

On (date) @sﬁ{l 2045

MENT OF J UgICE
INVESTIGATION
d/Released/Seized

Page i of \1 2

b6
b7C
OTHER Sealed Pursuant to Court Orde

item(s) listed below were:

(Name) |

Received From
[] Returned To
Released To

@/S’eized

(Street_Address

(City)

Description of Item(s

Received H

Received From:




I;I;)—597 (i;'ev 8-11-94) . }0 of / / 1

Page
UNITED STATES DEPARTMENT OF J&TICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # LGSR -SD ~(,7 33K o7

OTHER Sealed Pursuant to Court Order

On (date) 05'//.254_‘2&‘) <~ ) iteml({sgcgis\fzg gﬁ)ollu” were:
(] Returned To '
] Released To

[]/gized

(Name

(Streep—Addzac

(City)

Description of Item(s

D
__%

Received B) Received From: _|




v

FD4597 (ReY 8-11-94) Page of ’ /

UNITED STATES DEPARTMENT OF J(QICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # Q9S R - ~(, 7335 b7

OTHER Sealed Pursuant to Court Orde

On (date) Osf Lz s /QOOS/ itemés) li§teg gelow were:
eceived From

[ Returned To

[ Released To
eized

(Name) | -

(Street_Addres

(City

Description of Item(s):

_ll‘ N
—

Received Bj | Received From: __ |




FR-597 (Rév 8-11-94)

UNITED STATES DEP
FEDERAL BUREAU
Receipt for Property Received/Returne

File # 2%_.&_50 - ( O%Zg

ARTMENT OF J&HCE
OF INVESTIGATION
d/Released/Selzed

b6
b7C

OTHER Sealed Pursuant to Court Orc

AL l

item(s) listed below were:

On (date) Ofi / ZL;/ / 200

(Name)

Received From

Returned To
O Released To
B-Seized

(Street_Addresd

(City)

Description of Item(s)]

N,

Received B

Received From: _|
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FD-597 (Rev 8-11-94)

UNITED STATES DEP
FEDERAL BUREAU

Receipt for Property Received
b6

Fite #7058~ SO~ 7338

On (date) Osf ?57 Q05

ARTMENT OF JUSTICE
OF INVESTIGATION
/Returned/Released/Seized

b7cC
OTHER Sealed Pursuant to Court O

item(s) listed below were:
Received From
Returned To

O Released To

D/geized

(Name)

(Street Address

(City

Description of Ite

TtHom |
T 4o -
Thom S
T Y-

Thow 3~ |

Received B3

beceived Froxm

WIiglatarey




FD:597 (Rey 8-11-04) l

UNITED STATES DEPARTMENT OF ILQICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

Fie # 205 B-S>-733S

Page }L! of l r,

b6

b7C

OTHER Sealed Pursuant to Court Orde
item(s) listed below were:

On (date) Osﬁ &’Z 2065

(Name) |

O Received From
Returned To
] Released To

-Seized

(Street Address

(City

Description of Item(s):

1)

l

V')

L

\\

——

Received By Received From




FD;597 (Rev 8-11-94) ’ Page _Zi__"f —g—

UNITED STATES DEPARTMENT OF IUQICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # 2 Q612 -SD- (7 $38/ wac

OTHER Sealed Pursuant to Court Orde

On (date)’ 0\51 2 S{QOG g : item(s) listed below were:
v 1)

] Received From

(] Returned To
Released To
eized

(Name

(Str + Addrace

(City

Descrintian of Ttam(s)

AR RN

\

Received B Received From:




FD4597 (Rév 8-11-94) . Page l(g of i 2

UNITED STATES DEPARTMENT OF JUgICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Selzed
b6
File # QQ{@"S D‘/ (97 3 387 b7C

OTHER Sealed Pursuant to Court Orde

04 / &) item(s) listed below were:
On (date) .'2 51‘ 2 Q< [] Received From

[] Returned To

O Released To

[p-3eized

(Name) |

(Streat-Addred

(Cif

Des\b asadia. £ Yionnfc

| &

) 1L | k]

=

Received By Received From:
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FI;-§97 (Rey 8-11-94) ‘ Page l [ of l 2
| UNITED STATES DEPARTMENT OF JIACE

FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Retur"ned/Released/Seized
. b6

File # 29505 - (0125DY oui
22) OTHER Sealed Pursuant to Court O:

On (date) _/f %/ 257 /7@’(5 item(s) listed below were:
[ / [] Received From

Returned To

O Released To
eized

(Name) |
(Street Addresj
(City)

Desgxintian af Ttam(

ece T
! (BICHALre )
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. FD-597, (Rev 8-11-04) ) Page / of [

UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Received/Returned/Released/Seized
. b6
File # 27§J$ —-D - é 7338 b7

OTHER Sealed Pursuant to Court O

On (date) DS/ 25/ 2005 item(s) listed below were:
v Received From
Returned To
Released To

E Seized

(Name)_|

(Street Address)
(City)

Description of Itemy

Received By: | Received From:

(Signature)
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LELETED PAGE INFORMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheets)

Total Deleted Page{s) — 107
Page 52 — ha, b7C

Page 113 ~

Sealed Pursuant to Cowt Order
FPage 114 ~—

Sealed Pursuant to Court Order

FPage 115 ~
Sealed Pursuant to Court Order

Fage 116 ~—
Sealed Pursuant to Couwrt Order
Page 117 ~
Sealed Pursuant to Cowt Order

Page 118 —
Sealed Pursuant to Court Order

FPage 119 ~

Sealed Pursuant to Court Order
Fage 120 ~—

Sealed Pursuant to Court Order

FPage 121 ~
Sealed Pursuant to Court Order

Page 122 —
Sealed Pursuant to Court Order
FPage 123 ~
Sealed Pursuant to Cowt Order

Page 124 —
Sealed Pursuant to Court Order

FPage 125 ~

Zealed Pursuant to Couwrt Order
Page 126 —

Sealed Pursuant to Court Order

FPage 1277 —
Sealed Pursuant to Court Order

Page 128 —

Sealed Pursuant to Cowurt Order
FPage 129 ~

Zealed Pursuant to Couwrt Order

FPage 130 ~
Sealed Pursuant to Court Order

FPage 151 ~—

Zealed Pursuant to Court Order
Page 132 —

Sealed Pursuant to Cowurt Order

FPage 1335 ~—
Zealed Pursuant to Couwrt Order

FPage 134 ~



Zealed Pursuant to Couwrt Order
Page 135 —

Sealed Pursuant to Court Order

FPage 1536 ~—
Sealed Pursuant to Court Order

Page 137 —

Sealed Pursuant to Cowurt Order
FPage 138 ~

Zealed Pursuant to Couwrt Order

FPage 139 ~
Sealed Pursuant to Court Order

Fage 140 ~—

Zealed Pursuant to Court Order
FPage 141 —

Sealed Pursuant to Cowurt Order

FPage 142 ~—
Zealed Pursuant to Couwrt Order

FPage 143 ~

Sealed Pursuant to Court Order
FPage 144 —

Zealed Pursuant to Court Order

FPage 145 ~
Sealed Pursuant to Cowurt Order

FPage 146 ~—

Sealed Pursuant to Court Order
FPage 147 ~

Sealed Pursuant to Court Order

FPage 148 ~—
Zealed Pursuant to Court Order

FPage 149 ~

Sealed Pursuant to Court Order
FPage 150 ~—

Sealed Pursuant to Court Order

FPage 151 ~
Sealed Pursuant to Court Order

FPage 152 ~—

Sealed Pursuant to Court Order
FPage 153 ~

Sealed Pursuant to Court Order

Fage 154 ~—
Sealed Pursuant to Court Order

FPage 155 ~

Sealed pursuant to Court Order
FPage 156 ~—

Sealed Pursuant to Court Order

FPage 157 ~
Sealed Pursuant to Court Order

Fage 158 ~—

Sealed Pursuant to Court Order
FPage 159 ~
Sealed Pursuant to Court Order



FPage 160 ~
Sealed Pursuant to Court Order

FPage 181 ~—

Sealed Pursuant to Court Order
FPage 162 ~

Sealed Pursuant to Court Order

Fage 18635 ~—
Sealed Pursuant to Court Order

FPage 164 ~

Sealed Pursuant to Court Order
FPage 165 ~—

Sealed Pursuant to Court Order

FPage 168 ~
Sealed Pursuant to Court Order

Fage 187 ~—

Sealed Pursuant to Court Order
FPage 168 ~

Sealed Pursuant to Court Order

Page 169 —
Sealed Pursuant to Court Order

FPage 170 ~

Sealed Pursuant to Court Order
Fage 171 ~—

Sealed Pursuant to Court Order

FPage 172 ~
Sealed Pursuant to Court Order

Page 173 — ReferraliDirect

Page 174 — REeferraliDirect
Page 175 — EeferraliDiurect

FPage 178 ~
Sealed Pursuant to Cowt Order
FPage 1777 —
Sealed Pursuant to Couwrt Order

FPage 1758 ~
Sealed Pursuant to Court Order

FPage 179 —

Sealed Pursuant to Court Order
FPage 130 ~

Sealed Pursuant to Court Order

Fage 151 ~
Sealed Pursuant to Court Order

FPage 132 ~

Sealed Pursuant to Court Order
FPage 153 ~—

Sealed Pursuant to Court Order

FPage 134 ~
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Page 200 — ba, brC

Sealed Pursuant to Court Order
Page 215 — ha, h7C

Sealed Pursuant to Court Order
Page 220 — Duplicate
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Page 223 — Duplicate
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Page 226 ~ Duplicate

Page 227 — Duplicate
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